
Chapter 6:
Cyber Crime, 
Hacking, & 

Cyber-Warfare



Hacking

hacking: intentional, unauthorized access 
to computer systems or causing a system 
to behave in a way other than the owner 
intended.

black hat: hacking for malicious purposes 
or for personal gain.

white hat: hacking to help discover 
vulnerabilities and help improve security 
measures.



Hacking

 Originally a positive term for writing 
very creative, though maybe messy or 
hard to understand code.

 As more users gained internet access 
through 1980s and 1990s, hacking 
began to mean intrusion of others' 
machines or causing problems through 
programs.



Hacking Strategies

 Cracking: automatically trying many 
combinations and options until gaining 
access, such as passwords.

 Trojan horse: getting someone to install 
a program that will allow access.

 Social engineering: convincing people 
to give access or information.



Hacking Laws

1984 Computer Fraud and Abuse Act 
(CFAA)

 Felony to access a computer without 
authorization.

 Covers government computers, 
financial and medical systems, inter-
state connections (such as the 
Internet), and anything causing loss of 
more than $5,000 in value.



Hacking Laws

2001 PATRIOT Act
 Expanded the definition of loss to 
include the cost of responding to an 
attack, assessing damage and 
restoring systems.



Deep Web vs.
Dark Web

deep web: the part of the World Wide Web 
that is not discoverable by standard search 
engines, including password-protected or 
dynamic pages, pages not linked to from 
any indexed site, and encrypted networks.

dark web: websites and services that use 
anonymity tools like Tor and I2P to hide 
their IP address.



Deep Web vs.
Dark Web

 Deep web is any website you can't find by 
searching.

 Much of deep web is private content or 
subscription sites.

 Dark web is encrypted, anonymized 
content like Tor services and Silk Road.

 Neither being in the deep web or the dark 
web necessarily involves illegal actions.



Catching Hackers

 Law enforcement agents read hacker 
newsletters and participate in chat rooms 
undercover.

 Set up ‘honey pots’ which are Web sites 
that attract hackers, to record and study.

 Computer forensics specialists can retrieve 
evidence from computers, even if the user 
has deleted files and erased the disks.

 Investigators trace viruses and hacking 
attacks using ISP records and router logs.



Hacktivism

 Use of hacking to promote a political 
cause.

 Can be seen as civil disobedience and 
should be treated less severely.

 Interpretation can vary based on 
goals/ideals of hacker.

 Claims of hacktivism can be used to 
cover up criminal activity.



Identity Theft

phishing: requests for personal and 
financial information disguised as 
legitimate business communication, often 
through email.



Identity Theft

Various crimes in which criminals falsely 
use the identity of another person.

 Stealing credit card numbers.
 Unauthorized purchases through 
hacked e-commerce accounts.

 Stealing SSN and other info to apply for 
credit cards or bank accounts.

 Hacking email or social media.



Identity Theft

Methods for gathering information:
 Mirroring legitimate websites.
 Emails with offers/requests for 
information.

 Information users have posted online, 
such as social media profiles or online 
resumé sites.



Preventing
Identity Theft

 Verified, encrypted connections.
 Encrypting data & devices.
 Using only trusted e-commerce sites.
 Multi-step authentication methods.
 Identity theft protection services like ID 
Watchdog, IdentityForce, or Lifelock.

 Third party payment such as PayPal.



Legal Jurisdiction
Online

 Laws vary from country to country.
 Corporations that must comply with the 

laws of country if they want to do business 
there.

 Someone whose actions are legal in their 
own country may face prosecution in 
another country.

 Even if something is illegal in both 
countries, the details and associated 
penalties may vary.



Examples of Conflict

 Russian company sold a program that 
circumvented DRM in PDF ebooks, so it 
could be read aloud by a screen reader.

 Legal in Russia, but illegal in U.S.
 Program’s author, Dmitry Sklyarov, 

arrested in 2001 when arrived in U.S. to 
present a talk on the weaknesses in DRM 
used in ebooks.

 After protests in U.S. and other countries, 
he was allowed to return to Russia.



Examples of Conflict

 Executive of a British online gambling site 
was arrested as he transferred planes in 
Dallas.
– Online sports betting is legal in Britain.

 Unlawful Internet Gambling Enforcement 
Act prohibits credit card and online-
payment companies from processing online 
gambling transactions.

 Convicted and sentenced to 33 months in 
prison.



Libel & the Internet

 Libel is illegal in most countries, but 
burden of proof varies.
– In U.S., claimant must prove 

statement was false.
– In U.K., respondent must prove 

statement was true.



Libel & the Internet

Libel tourism
 Traveling to places with strict libel laws in 

order to sue.
 SPEECH Act of 2010 makes foreign libel 

judgments unenforceable in the U.S. if they 
violate the First Amendment.

 Foreign governments can still seize assets.
 Freedom of speech suffers if businesses 

follow laws of the most restrictive 
countries.



Responsibility for
Preventing Crime

Responsibility to prevent access:
 Publishers must prevent material or 
services from being accessed in 
countries where they are illegal.

 Otherwise, it is reasonable for 
governments to punish them for 
content & services provided in their 
country.



Responsibility for
Preventing Crime

Authority to prevent entry:
 Governments can act within their own 
borders to try to block the entrance of 
material that is illegal there.

 May not apply their laws to people who 
create and publish material, or provide 
a service if it is legal in the country 
where it is being hosted.



Cyber-Warfare

cyber-warfare: actions by a nation-state to 
penetrate another nation's computers or 
networks for the purposes of causing 
damage or disruption.



Cyber-Warfare

 Hacking by governments has 
increased.

 Pentagon has announced it would 
consider and treat some cyber attacks 
as acts of war, and the U.S. might 
respond with military force.

 Public U.S. policy on initiating cyber-
attacks is not well-defined.



Examples...?

Examples...?
 Stuxnet
 GhostNet
– Spying network linked with China, 

gathering information in over 103 
countries.

 Tunisian government hacking activists' 
accounts during revolution.



Examples...?

Stuxnet
 An extremely sophisticated worm.
 Targets a particular type of control 
system.

 Beginning in 2008, damaged 
equipment in a uranium enrichment 
plant in Iran.



Examples...?

GhostNet
 Spying network gathering information 
in over 103 countries.

 Uses exploits in Windows operating 
system.

 Information gathered is sent to 
systems in China.



Examples...?

Ammar 404
 Tunisian government Internet 
censorship authority.

 Used to hack activists' accounts during 
revolution.

 Anonymous attacked Tunisian 
government sites & servers in 
response.



Cyber Treaties

 Some countries have discussed policies 
for cyber-warfare toward each other, 
but usually informal.

 U.N. and NATO have drafted proposals 
and filed reports on cyber-
security/cyber-warfare, but not formal 
rules.

 Leaves individual countries to decide 
how to respond to cyber-intrusions.


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28

